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MDT Solution proposal

Commissioning of the IP Router or IP Interface,
with and without activated KNX Secure.

Info:

There are two variants to program the MDT IP Router or the MDT IP Interface, with and without
activated KNX Secure. Activated KNX Secure requires ETS version 5.7.2 or higher. If you use the latest
version of the ETS and use additional KNX Secure devices, follow the first solution. If you are working
with an older ETS version or if you do not use additional KNX Secure devices, you can follow the
second solution without activated KNX Secure.

The commissioning of the IP router and the IP interface is identical. In this example, we show the
process using the IP router.

Used ETS version: 6.0.6

Used devices:

MDT IP Router/ MDT IP Interface
SCN-IP100.03/ SCN-IP000.03
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Reset to factory settings

If the device was already in use or if the first commissioning failed, reset the IP Router or the IP
Interface to factory settings according to the following scheme.

1. Press and hold the "Function" key for at least 15 seconds.
The two upper and lower LEDs then light up red/orange.

SCN-1P100.03
IP Router

MpDT

www.mdt.de
sussae @ | @
P i TP
Tatic@ | @

cA@ P @
Function Ce

2. Now release the button briefly and press it again for at least 3 seconds until all LEDs go
out. Now you can release the key.

3. The device performs a restart. It disappears briefly in the interface overview of the ETS
and then appears with activated DHCP and its physical default address.
(IP Router 15.15.0, IP Interface 15.15.255)

The device has now been reset.
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Solution 1: Commissioning with activated KNX Secure function:

Expand the drop-down menu displayed at the top right and select the IP router/ IP interface as active
connection. In factory settings or after resetting, the device expects an IP address via DHCP from
your Internet router, for example.

Edit Workplace Commissioning Diagnostics Apps ~

{=4 IP Router X

@ CloseProject Y Undo Redo | §=% Reports Warkplace ¥ | %] Catalogs [l Diagnostics b MDTKNXTP., — & & ™ o
= = @ Actomatic &
Buildings ~ il Pry
—~ s MOT KNX TP IP (192.168.1.215:3671 - 15.15.0)
Add |~ Delete nfo ~ Restart Unload ¥ & Print = e yol Fi|| 9 ) @ |
e Notebook (224.0.23.12
Buildings = Addres Room Description Application Program Adr Prg w S : @
= Dynamic Folders @ o Manage Configured Connections...
Qe
9 1P Router
R Trades (-] Pending Operations

COnHECtIOﬂ Active History

There are no active operations

Devices Building Parts #" Undo History

For commissioning, two applications are transferred to the device, i.e. there are also two Individual
addresses per IP Router/ IP Interface. You can recognize the KNX Secure applications by the blue
shield symbol.

IP Router:
'l . MOT technelogies SCN-IF100.03 IP Router with Secure SCN-IM00.03
'l . MOT technelogies SCM-IP100.02 Email for IP Router with Secure SCM-IP100.02
IP Interface:
'l . MDT technelogies SCM-IP000.03 IP Interface with Secure SCM-IPD00.03
'l . MOT technelogies SCM-IP000.03 Email for IP Interface with Secure SCMN-IPD00.03
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Main application (IP settings):

Add the first application ("IP Router with Secure" or "IP Interface with Secure") to your line. If you
have not yet assigned a project password, you will now be prompted to do so. A secure
commissioning is only possible with a project password. Remember this password well, it cannot be
restored afterwards.

Set Project Password

To ensure secure communication, you must provide your project
with a password so the stored keys in the project are protected.
Select Cancel to use not security at the [P Backbone in this
project.

A good password should consist of at least eight characters, at
least one number, one uppercase letter, one lowsrcase
lstter +, and have a special character.

Mew Password

aew
Confirm Password +

o--l o

OK Cancel

In the next step, you will be prompted to add the first device certificate. There are two different
device certificates on the left and right side of the device. In this step, the certificate for the
Router/Interface is required. Confirm your entry with “OK".

[=l:k=l Adding Device Certificate
[=] 0 SCN-IP100.03 IF Router with Secure
This device supports secure commissioning.
If you have the certificate of the device available, you can scan the QR code ar enter it now.
1 Mo camera found!
u I n - | | mn | L | I u I «
Serial Number
Factory Key L]
Don't ask when adding devices OK Later
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If required, the Individual address and the IP settings can now be adjusted in the "Properties"
window. In the case of the IP Router, we leave the individual address at x.x.0 to retain the line
coupler functionality. An IP interface on the other hand, can have any address except x.x.0.

=y IP Router b4

Edit Workplace Commissioning Diagnostics Apps

A
(@ Close Project | Y Undo fledo | §=% Reports Workplace * | 22| Catalogs @ Diagnostics da MOTKNXTP. » @ & @ m
Topology ™ Properties 44 IR
Add |+ 3 Delete W Cownload ~ @ Infor ¥) Restart Unload ~ =4 Print e
el ¥ Downloa 0 nfo ¥) Resta nloa rin HEZ% E m ‘,C-
TI§ Topology Backbone = Number * Name Object Function Des¢| Settin.. IP Com.. Infor...
[ Dynamic Folders Cbtain n IP address automatically O]
El IE 11P area @ Use & static IP address e
4 =
S 1.17Pline IP Address
-If 1.1.0 SCN-1P100.03 IP Router with Secure 192.168.1.221
Subnet Mask

255.255.255.0

Default Gateway
192.168.1.1

MAC Address

Unknown

Multicast Address
224.0.23.12
. Commissioning Password

EMS%IF-#m

Assignment of tunneling addresses:

In addition, we now assign the four tunneling addresses for the device. These can be placed in a
higher address range so that the lower addresses are not blocked for other devices. You can access
the tunneling addresses via the topology view on the left.

m {=~ IP Router X

Edit Workplace Commissioning Diagnostics  Apps ~
Q Close Project | Y Undo Redo =2 Reports ‘Workplace * :: (atalogs -.J\ Ciagnostics da MOTKMXTP. > @O & @ @
Properties 4 IR
Add | = M Delete t Download | = o Info * {_3':) Restart Unlead * =4 Print .;1"?";5 g @ 1
TI% Topology Backbone v Group Address * Description Data Type Cent Settings Comments  Information %
= Dynarnic Folders MName @
El IE 11P area Tunneling Channel 4 0
4 [2 1.1 TP line Individual Address L2
4 1.0 SCN-IP100.03 IP Router with Secure 11 243 3 Park
B8 |P Routing Description
‘H. 1.1.240 Tunneling Channel 1 o expand here
‘". 1.1.241 Tunneling Channel 2
‘H. 1.1.242 Tunneling Channel 3
‘@ 1.1.243 Tunneling Channel 4 W Password
Fp8Zidm/
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Now activate the programming mode of the IP Router or the IP Interface by briefly pressing the
programming button. The programming LED now lights up continuously red. You can now download
the individual address and the application.

Edit Workplace Commissioning Diagnostics Apps

€3 Close Project | &% Undo Redao — Reparts
| Topology ~
Add | = M Delete _*: Download B ﬂ' Info = ‘x_Tz,j Rest

TI% Topology Backbone Download All MNan

= Dynamic Folders Download Partial
4 31 IP area o

Download Individual Address

4 |5 1.1 R line

B .Iﬁ 1.1.0 SCN-IP100.03 11 Overwrite Individual Address

HS IP Routing Download Application
4 1.1.240 Tunneling Channel 1
“@ 1.1.241 Tunneling Channel 2
“@ 1.1.242 Tunneling Channel 3

“gp 1.1.243 Tunneling Channel 4

Email and time server application:

Now add the second application ("Email for IP Router with Secure" or "Email for IP Interface with
Secure") to your line. You will be prompted to enter the second device certificate here. Confirm the
entry again with OK.

E%E! Adding Device Certificate
[=] 1.1.1 SCN-IP100.03 Email for IP Router with Secure

This device supports secure commissioning.
If you have the certificate of the device available, you can scan the QR code or enter it now.

1 No camera found!

Serial Number
Factory Key % T i T

Don't ask when adding devices OK Later
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This application allows you to link the group addresses for date and time, for example. Once all
settings have been made, press and hold the programming button until the programming LED starts
flashing red. You can now transfer the individual address and the application.

IEEE! 2, |P Router * l-

Edit Workplace Commissioning Diagnostics Apps
€y Close Project Y Undo Redc —1 Reports
| Topology ~
idd | M Delete ‘_'_' Cownload ITI 0 Info * fj Fes
I Topolegy Backbone Download All Fm
[i5 Dynamic Folders Download Partial :_IPE
4 m 11P area Im4
Download Individual Address iate
4 |5 1.1 TP line Lt
iﬁ 1.1.0 SCN-1P100.02 II Overwrite Individual Address m'a
fgl 1.1.1 SCN-IP100.03 E Download Application e
53 NTP
BHlc4 Wek
Note: After downloading the application, the default password for the web interface is

now "admin"! The password can be changed in the application.

The IP Router/ IP Interface is now set up with KNX-Secure activated.
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Solution 2: Commissioning without KNX Secure function:

Open the drop-down menu displayed (1) and select the IP router/ IP interface as active connection
(2). In factory setting or after resetting, the device expects an IP address via DHCP, for example from
your Internet router. Click on the gear symbol to access the settings (3).

[~ IP Router ohne... X

Edit Workplace Commissioning Diagnostics Apps ~

b MDTKNXTP.. =1 /A ™ A

B Auvtomatic ©

@ Close Project Unda Redo =4 Reports Workplace * || Catalogs [l Diagnostics

= Add Devices | * ¥ Delete nfo Restart Unload * &4 Print

TIT Topology Backbone = Name Description Medium Typ Domain Address *
[ Dynamic Folders o

4 [B] 11Parea

k2 1.1 TP line

In the following window we assign the first tunneling address. In our example we use 1.1.240 in order
not to block the lower addresses for other devices.
Check the address by clicking on "Address free?" and close the window.

{3} Local Interface Settings

¢ [P Tunneling

Name
MDT KNX TP IP
Host Individual Address
15,150
Individual Address

1.1.240 Address free?

The individual address 1.1.240 is not used by another device
IP Address

192.168.1.215

Port
3671

MAC Address
CCAB:EC:80:3E:01

Mz telegram length (APDUY
240

Serial number:

0083:7040007A

 Close

Note: "Individual Address" is the tunneling address used for the connection between the
ETS and the KNX bus. "Host Individual Address" refers to the individual address of
the device itself. 15.15.0, because of the IP router is in factory setting.

All other tunneling addresses are assigned in the following section.
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Assignment of tunneling addresses:

Type the IP address followed by the port 8080 in your web browser to open the web interface.
In this example: 192.168.1.223:8080

Please refer to the interface selection in the ETS or your Internet router for the IP address of your
device.

You have to login to see this page!

Password

L ]

| Login |

In factory default, no password is assigned. Click "Login" to enter the web interface.

MOT Technologies GmbH - KMNX-IP X +

&« C @ Q 8 192.168.1.223:8080/tunnel.cgi? kg ¥ In & =
B==EE = KNX-IP Router
il TR B

technologies

Logged in (29 min left

|. Logout.
DEVIcedo KNX IP-Router
Prog. Mode o Status Programming Mode:  Off
Change Programming Mode: |ﬂ|| OFF |
Email Individual Address 15.15.0
1.1.240 not in use
1.1.241 not in use
— Tunneling Addresses 1 1242 Tl T e
1.1.243 not in use
_ Set Tunneling Addresses |ﬂ|
Firmware Update | oo iing Multicast Adaress 223 003 12
Serial Number 0083-T040007A
TP Device (E-Mail)
Status Programming Mode:  Off
Change Programming Mode: [ ON :|| OFF |
Individual Address 15.15.254
Serial Number 0083-7040007B

You will reach the tunneling addresses via the tab "Prog. Mode"(1). By clicking on "Set" (2) the
addresses are added up on the address 1.1.240 assigned in the previous chapter. Close the web

interface, no further settings are necessary here.
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Main application (IP settings):

For commissioning, two applications are transferred to the device, i.e. there are also two Individual
addresses per IP Router/ IP Interface. The applications without the blue shield symbols are required.

IP Router:

'l MDT technelogies SCM-IP100.02/.03 IP Router without Secure SCM-IP100.02
'l MOT technologies SCN-IP100.02/.03 Email for IP Router without Secure SCMN-IM00.02

IP Interface:

'l MOT technelogies SCN-IP000.02/.03 IP Interface without Secure SCN-IPD00.02
'l MOT technelogies SCM-IP000.02/03 Email for IP Interface without Secure SCMN-IP000.02

Add the first application ("IP Router without Secure" or "IP Interface without Secure") to your line. If
necessary the physical address can now be adjusted via the "Properties" tab of the device. In the case
of the IP Router, leave the Individual address at x.x.0 to retain the line coupler functionality. An IP
interface on the other hand, can have any address except x.x.0.

IP settings are made via the "Parameter" tab. For example, a static IP address can be assigned here.

[=4 IP Router ohne... X

Edit Workplace Commissioning Diagnostics Apps -
3 Close Project | 4V Undo Redo 1 Reports Waorkplace ¥ := Catalogs n‘. Diagnostics e MOTKNX TP » D & @ @
Topology ™ (~) <
Add Deviess | = 3 Delete ¥ Download | = Help A4 Highlight Changes  Default Parameters ~— Ei
e
T Topology Backbone ™ 44 5 SCN-IP100.02/.03 IP Router without Secure > IP configuration
= Dynamic Folders G)
4[&] 11P area Genersl HTTF Fort 20 © 8080 -]
4 [2 11 TPline
IP configuration DHCP Q' do not use use
1 1.1.0 SCN-IP100.0...
|P adress 0.0.0.0
KNX multicast addrass
Met mask 255.255.255.0
Main line Gataway 0.0.00
Sub line DMS-Server 0.0.00
Group Objects Parameters
11 TP line 1.1.0 SCH-IP100.02/.03 IP Router without Secure
I EEEEEEEEEEEEEE——
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Now activate the programming mode of the IP Router or the IP Interface by briefly pressing the
programming button. The programming LED now lights up continuously red. You can now download
the individual address and the application.

=~ IP Router ohne... b4

Edit Workplace Commissioning Diagnostics Apps

(%] Close Project | o' Undo Redao —3 Reports Workpl

| Topology ~

Add Devices | = M Delete tDc:-wnI-:uadm Help 4 Hig

A Download All
TIT Topology Backbone 11.0 | Pow ol
55 Dynamic Folders Download Partial

4 11P area C TH

|II Download Individual Address

4 |2 1.1TPline

P Il Qverwrite Individual Address ACH
K Download Application ad
[4et o

Email and time server application:

Now add the second application ("Email for IP Router without Secure" or "Email for IP Interface
without Secure") to your line. In addition to set up the email functions, this application also allows
you to link the group addresses for date and time.

[s; IP Router ohne... X

Edit Workplace Commissioning Diagnostics Apps ~
) Close Project | 1 Undo Redo =4 Reports Workplace * %_:_ Catzlogs -.| Diagnostics L MOTKNXTP. > D & @ @
Topology ~ ~ <
Add Devices | = 3 Delete W Download | = @ Info = #) Restart Unload * &= Print “— Search ol Eil
8]
pe.
T Topology Backbone ™ Number * Name Object Function Description Group Address Length
= Dynamic Folders H1 Operation Send status Send status 001 1bit @
a IE 11P area 2 Tims Send current time Send current time 0/0/2 3 bytes Q
TR 3 Date Send current date Send current date 0/0/3 3 bytes )
. ine i v
4 Date / Time Send current date and time Send current date and time 0/0/4 8 bytes
1 1.1.0 SCN-IP1000... | g Email buffer Qverflow Qverflow /075 1t
» M 1.1.1 SCN-IP100.0... Email Error code Error code 0/0/6 1 byte
NTP Time Server Error Error 04077 1bit
H 54 Web interface Lock status Lock status 0/0/8 1bit
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Once you have made all the settings in the application, press and hold the programming button until
the programming LED starts flashing red. You can now download the individual address and the
application.

= IP Router ohne...

Edit Workplace Commissioning Diagnostics Apps
€3 Close Project | &% Undo Redao —+ Reports Workpl;
| Topology ~
Add Devices | = M Delete i Cownload |T| 'ﬂ' Info = ‘x_?_j Resi
IIl Topology Backbone ~ MNu| Download All 0O
= Dynamic Folders 1 Download Partial >#
4 [&] 11Parea 2 o Sef
H:z Download Individual Address Cep
4 |3 1.1 TPline B4 :
Chwerwrite Individual Address ®
1 1.1.0 SCN-IP100.0... 51 O
11 1.1.1 5CN-IP100.0... [ifjs2  Download Application Err
[Hls3 MTF Time Server Err
BHflca Wah intarfars L
Note: After downloading the application, the default password for the web interface is

now "admin"! The password can be changed in the application.

The IP Router/ IP Interface is now set up without KNX-Secure.
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What to do if?

The IP Router/the IP Interface is not shown in the ETS.

Have you checked the network connection?

Is the firmware of your Internet router up to date or has an update been
carried out recently?

Do not use a function in your Internet router such as:

"Always assign the same IPv4 address to this network device".

Assign static IP addresses outside the DHCP range of your Internet router.
Refer to the manual of the Internet router.

If the IP Router/ IP Interface is shown in your Internet router, configure the
interface with the displayed IP address manually in the ETS.

The "multicast address" 224.0.23.12 defined by the KNX Association must
not be blocked in your firewall/network. If in doubt, talk to your network
administrator.

| get the ETS error message:
»Incompatible BCU version”

You are trying to download to the wrong memory.

If necessary, reset the device to the factory defaults as described at the beginning
of this document.

Hint:

Programming LED lights up = main application for IP settings
Programming LED flashes = email and time server application

The time and date are not updated.

The NTP server required for updating may not be accessible. A valid DNS entry is
required for this. If you set up a static IP address for the IP Router/ IP Interface,
check the DNS entry in the ETS. Normally, the IP address of your internet router can
be entered here.

If necessary, switch off the firewall for the MDT IP Router / IP Interface in your
internet router.
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